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How to find: Press “Ctrl + F” in the browser and fill in whatever wording is in the
guestion to find that question/answer.

NOTE: If you have the new question on this test, please comment Question and
Multiple-Choice list in form below this article. We will update answers for you in the
shortest time. Thank you! We truly value your contribution to the website.

1. When route redistribution is being configured from another routing protocol into

EIGRP, what value is used when no seed metric is configured?

a value equal to the minimum possible value
a value equal to the cost of a directly connected segment
a value equal to the maximum possible value *

a value equal to the redistributing protocol

would provide this type of functionality?

NBAR
NetFlow
IP SLA *
SNMP

A network administrator needs to configure a router so that a path to the web server is

only added to the routing table if the web server is available on port 8080. Which tool

3. Refer to the exhibit. A network administrator has noticed that the IP SLA probe did not

run as expected. What should the administrator do to correct this problem?

R1# show run | section ip =sla

ip sla monitor 1

type tcpConnect dest-ipaddr 10.254.0.2 dest-port 2002

frequency 600

ip sla monitor schedule 1 life forever start-time 23:59:00 Sep 10

<putput omitted>

R1# show ntp status

Clock is unsynchronized, stratum 16, no reference clock

nominal freq is 250.0000 Hz, actual freq is 250.0000 Hz, precision is 2**18
reference time is CE3D3F49.C3932713 (16:33:13.763 UTC Mon Aug 24 2009)
clock offset is 1.2451 msec, root delay is 22.99 msec

root dispersion is 1.68 msec, peer dispersion is 0.41 msec

<output omitted>
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= Remove the forever keyword from the configuration.

» Adjust the clock frequency on R1.

= Configure NTP on the router to point to a different time source.*
= Configure the router as a stratum 1 time source.

4. Refer to the exhibit. A network administrator wants to loadbalance the traffic that is
coming from the LAN that is attached to router R1 and going to the 10.10.10.0/24
network. The output from the routing table on R1 reveals that the traffic is flowing
through router R3 only. What is the reason for this traffic behavior?

/

P3f show rumming-config
]

<outpuc omitted:
172.16.13.0:24 s000 :
router eigrp 10

10.10.10.0:24 redistribute rip metric &4 1000 Z55 1 1500
network 172.16.0.0

o auto-SUNmary

1

172.16.24.0124 |
router rip
S0/0mn version Z
passive-interface FastEthernet0/0
passive-interface FastEthermet0/1

-
R2
Fal\
Fa0i0
network 10.0.0.0

4
EIGRP RIPu2 !
\ FalJy k\ v <output cmitteds

172.16.14.0:24

Rl# show ip route Pd4f show runming—config
|
<output omitteds router eigrp 10
network 17Z.16.0.0
10.0.0.0/24 is subnetted, 1 subnets no auto—SuNnmSry
D ExX 10.10.10.0 [170/6580Z5860] wia 17Z.16.13.3, lZ:3Z:0Z, Fal/0 !
172.16.0.0/24 iz subnetted, § subnets router rip
C 172.16.12.0 is directly comnected, S50/0/0 version £
[ 172.16.13.0 is directly commected, Fal/0 passive-interface defaultc
[ 172.16.14.0 is directly cormected, Fals1l no passive-incerface Seriall/0/0
D 17Z.16.23.0 [90/1711616] wia 172.16.13.3, 1Z:28:33, Fal/0 network 10.0.0.0
D 17Z.16.24.0 [90/17116€1€] wia 17Z.16.14.4, 12:E8:48, Fal/l !
“Zgutput onitteds

= RIP redistribution into the EIGRP routing process is not performed on R4.*

= The passive-interface default command on R4 is blocking the RIP updates that are being
propagated into the EIGRP routing domain.

= EIGRP does not loadbalance automatically over equal-cost paths.

= A variance command is missing under the EIGRP configuration on R3 and R4.

= The seed metrics should be configured with the default metrics command under the EIGRP
process on R3.

5. Refer to the exhibit. A network technician has just configured router East to establish a

tunnel to router West. After the configuration is applied, tunnel 1 is flapping. What
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needs to be done to stop this flapping?

Internet

EIGRP

$0/0/0
198.133.219.25

S0/0/0
128.107.229.50

Tu1 192.168.0.2

tunnel source tunnel source
128.107.229.50 198.133.219.25

tunnel destination
198.133.219.25 128.107.229.50

Computer1 Networks

Add a static route on router East out S0/0/0 to 198.133.219.25.*
Set the default gateway of Computerl to 128.107.229.50.
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Change the configuration on router East such that the destination of tunnel 1 is

192.168.0.2.

Make tunnel 1 on router East an EIGRP passive interface.

Refer to the exhibit. A new system administrator is unable to obtain access to the

EXEC shell. Based on the exhibited output of the debug aaa authorization command,

what is the reason the administrator is unable to access the shell?

HQ# debug aaa authorization

2:23:21: ABRA/AUTHOR (0): user= ‘newadmin’

2:23:21: ARA/AUTHOR (0): send AV service=shell

2:23:21: AAA/AUTHOR (0): send AV cmd*

2:23:21: AAA/AUTHOR (342885561): Method=TACACS+

2:23:21: AAA/AUTHOR/TAC+ (342885561): user=newadmin

2:23:21: ARA/AUTHOR/TAC+ (342885561): send AV service=shell
2:23:21: AAA/AUTHOR/TAC+ (342885561): send AV cmd~*

2:23:21: AAA/AUTHOR (342885561): Post authorization status = FAIL

<output omitted>

The command has not been properly configured to require authorization.
The user ‘newadmin’ is not authorized to perform this task.*

The command has been entered in the wrong configuration mode.

The TACACS+ server cannot be found.

7. Refer to the exhibit. A network administrator is attempting to connect a branch office

to headquarters through a VPN tunnel. The tunnel is reported as being active at both
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ends, but the 10.2.2.0/24 network is not appearing in the routing table at the branch

end. The administrator has determined that the problem is with the branch office

configuration. Based on the output as shown, why is the 10.2.2.0/24 network not

appearing in the routing table?

EIGRP

Lo: 10.100.100.1/24 Lo: 10.200.200.2/24
GRE Tunnel )

IPsec Tunnel

10.1.1.0/24 172.16.1.1/24 - 192.168.1.2/24 10.2.2.0/24

BRANCHé#show interface tunl
<output omitted>

Hardware is Tunnel
Internet address is 10.1.3.2 255.255.255.0
MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,
Reliability 255/255, txleoad 1/255, rxleoad 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 10.100.100.1 (Loopbackl0l), destination 10.200.20.2
Tunnel protocol/transport GRE/IFP
Key disabled, sequencing disabled
Checksumming of packets disabled
Tunnel TTL 255
Fast tunneling enabled
Tunnel transmit bandwidth B000 (kbps)
Tunnel receive bandwidth 8000 (kbps)

<output omitted>

The tunnel bandwidth is insufficient for EIGRP updates.

The tunnel destination end point has been improperly configured.*

The tunnel key has been improperly configured.
The tunnel encapsulation is improperly configured.

The tunnel protocol is improperly set.

8. Refer to the exhibit. A network administrator has recently implemented a GRE tunnel

between the HQ router and a branch site. Whenever the GRE tunnel is activated, the

indicated console messages are generated. Which two actions could fix this problem?
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(Choose two.)
HQ#
$DUAL-S-NBRCHANGE: IP-EIGRP(0) 1: Neighbor 10.1.3.2 (Tunneld) is up: new
adjacency
HO#

STUN-5-RECURDOWN: Tunnel( temporarily disabled due to recursive routing
$LINEPROTO-5-UFDOWN: Line protocol on Interface Tunnell, changed state to down
$DUAL-S-NBRCHANGE: IP-EIGRP(0) 1: Neighbor 10.1.3.2 (Tunneld) is down:
interface down

HO#

» Change the network routing protocol to OSPF.

= Apply afilter to stop EIGRP from advertising the tunnel destination through the
tunnel interface.*

= Use the ip hello-interval eigrp command to increase the hello interval time.

= On both the HQ and branch routers, enter static routes to the tunnel destination that
will be preferred over the one through the tunnel.*

= Use the bandwidth command to increase the bandwidth available for EIGRP updates.

9. Refer to the exhibit. Which statement about the debug radius authentication output is

correct?
Router# debug radius authentication
Dec 7 14:51:36.763: RADIUS: authenticator DC EZ EB 1E AC AR 24 62
Dec 7 14:51:36.763: RADIUS: User-Name [1] 9 "raduser"
Dec 7 14:51:36.763: RADIUS: User-Password [2] 183 *
Dec 7 14:51:36.772: RADIUS: NAS-Port-Id [87] & "ttyl”
Dec 7 14:51:36.772: RADIUS: (Calling-Station-Id [31] 11 "™10.1.10.1"
Dec 7 14:51:36.772: RADIUS: NAS-IP-Address [4] 6 10.1.50.252
Dec 7 14:51:36.772: RADIUS: Received from id 1645/8 10.1.50.1:1812, Access-Accept
Routers

» The user raduser is on a device with the IP address of 10.1.50.1.
» The user raduser has been authenticated.*
= The IP address of the RADIUS server is 10.1.50.252.
= The RADIUS server is unreachable.
10. Refer to the exhibit. A legitimate user experienced a problem while attempting to gain
access to the router EXEC shell. To investigate the situation, a network administrator

issued debug tacacs and debug aaa authentication commands on the router. Based on
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the provided output, what could be the problem?

Rl# debug tacacs

Rl# debug aaa authentication

TAC+: TCP/IP open to 172.16.110.101/49 failed-
Commection refused by remote host

Axh/AUTHEN (2546660185): status = ERROR

AdA/AUTHEN/ATART (2546660185): Method=LOCAL

AbA/AUTHEN (25466601685): status = FAIL

Asl CHAP: Unable to validate response. Username chapuser:
duthentication failure

The user credentials are rejected by the TACACS+ server.
The user credentials stored in the local database do not match the credentials on the
TACACS+ server.
The user fails the authentication because router R1 cannot connect to the TACACS+
server.*
The user fails the authentication because the TACAS+ server does not have a profile set
up to authorize CHAP.

Refer to the exhibit. Based on the debug aaa authentication and debug tacacs outputs,

which statement is true?

Rl# debuy tacacs
Rl# debug aaa authentication

6:50:12: 433 /AUTHEN: create_user user='"' ruser='' port='ttyld'

rem addr='172.31.60.15' authen type=1l serwvice=l priw=1

6:50:12: AALA/AUTHEMN/START (0): port='tecyl9' list='' action=LOGIN
service=LOGIN

6:50:12: AkL/AUTHEN/START (0): using "default”™ list

6:50:12: AMA/AUTHEN/START (50996740): Method=TACACS+

6:50:12: TAC+ (50996740): received authen response status = GETUSER
150012 AAASAUTHEN (50996740): status = GETUSER

:50:15: AMA/AUTHEN/CONT (50996740): continue_login
t50:15: AAASAUTHEN (50996740): status = GETUSER

:50:15: AMA/AUTHEN (50996740): Method=TACACS+

:50:15: TAC+: send AUTHEN/CONT packet

:50:15: TAC+ (50996740): received authen response status
$50:15: AAA/AUTHEN (50996740): status = GETPASS

:50:20: ARA/AUTHEN/CONT (50996740): continue login

1500 20: AAA/AUTHEN (50996740): status = GETPASS

:50: 20: AMA/AUTHEN (50996740): Method=TACACS+

6:50: 20: TaC+: send AUTHEN/CONT packet

6:50:20: TAC+ (50996740): received authen response status = PASS
6:50:20: ARA/AUTHEN (50996740): status = PASS

GETPASS

T T T BT T

The attempt of a remote user with the IP address 172.31.60.15 to log in to the router is
unsuccessful.

The authentication process verifies the user credentials to the local database.
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= The user with the IP address 172.31.60.15 has been authorized to use privileged EXEC

mode.

» The first method defined by the default authentication method list is TACACS+.*

12. Refer to the exhibit. Based on the provided debug aaa authorization and debug

tacacscommand output, which statement is true?

Rl# debug tacacs

Rl1# debuy aaa authorization

123:21: AAASAUTHOR (0): user=‘Admin'
123:21: AMA/AUTHOR (0): send AV cmd*
123121 AMA/AUTHOR/TAC+ (342885561):
123121 AAR/AUTHOR/TAC+ (342885561):

123121 AARA/AUTHOR/TAC+ (342885561):
:23: 21 AAASAUTHOR (342885561): Post

[ ST G I I I G T S S N |

:23:2l: ABA/AUTHOR (0): send AV service=shell

123121 AAASAUTHOR (342885561l): Method=TACACS+

user=Aidmin

send AV service=shell
send AV cmd¥®
authorization status

= FAIL

= The AAA security server has authorized the user Admin to use privilege level 15 EXEC

commands.

» The authorization method used for user Admin was TACACS+.*

= The user Admin attempted to gain Telnet access to the device.

= The AAA security server authorized the user Admin to perform the requested command.

13. Which two types of information can be extracted from the output of the show ip

protocolscommand? (Choose two.)
= reachability information
= all known networks and subnetworks
= networks used for traffic load balancing

= routing timers *

= |ocal networks advertised by the routing protocol *
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